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INTRODUCTION TO CHAIRS
Teo Yue Qi
Yue Qi is a Year 6 Humanities Program student. This is her bio but she does not take
bio. She is pleased to meet you and looks forward to a great conference.
Ang Kok Chun
Kok Chun is currently a Year 5 student at Hwa Chong Institution. An active member of
his school’s MUN circuit, he served as Secretary-General of the 16th Hwa Chong
Model ASEAN Summit (HCMAS) and has helped produce a number of training
materials for budding MUNers in Hwa Chong. On the rare occasion when he’s not
drowning in schoolwork, Kok Chun can be found reading or jamming out to Lana Del
Rey. Importantly, he loves a good cup of piping hot peppermint tea (though that’s
clearly not only the only sort of tea he digs).
Fan Xilin
Xilin is a Year 6 student in Humanities Programme, taking the subject combination of
Economics, KI, Literature and Math. She started her MUN journey at RMUN UNSC
and was shocked by the ferocity of debate. Since then, she has participated in various
conferences but never UNSC again. Tired of the length of MUN, Xilin finds herself
happier with debate, both in Chinese and in English. Apart from the humanities, Xilin
also enjoys the nature and often finds herself spending her weekend conducting bird,
butterfly and dragonfly watches in various nature reserves. Xilin is eager to meet all the
delegates in her council and feel free to approach her should you have any queries.
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INTRODUCTION TO COMMITTEE
The East Asia Summit (EAS) is an annual regional forum aimed to forward economic
prosperity, and regional integration in East Asia. It consists of leaders from 18 countries
in the East Asian, Southeast Asian and South Asian Regions, with the addition of United
States and Russia in 2011.
The EAS is the only leader led forum in the region which discusses political, security and
economic challenges, one of its kind in fostering closer regional cooperation and
confidence-building in the Indo-Pacific. The 18 members in the EAS represent 54% of
the world’s population and accounts for 58% of the global GDP.1
Country representatives of the EAS are based in Jakarta and meet regularly to discuss
significant issues and prepare for the meetings, forwarding the agenda of their various
country leaders. Apart from this, ministerial meetings are also held between ministers
from the various countries, including foreign ministers and education ministers.2
I.

Brief History

First proposed by Malaysian Prime Minister Mahathir Mohamed to counter US influence
in the region, it was established as an ASEAN-led forum with its topics being linked to
those in the ASEAN summit meetings. Until today, it continues to preserve ASEAN
centrality in regional agreements, with participation by non-ASEAN countries being by
invite only.
The summit faced conflict about membership in the committee Most famously, Mahathir
slamming the admission of Australia and New Zealand as counter-intuitive to his original
1

"East Asia Summit (EAS)." Australia Government Department of Foreign Affairs and Trade. October
24, 2018. https://dfat.gov.au/international-relations/regional-architecture/eas/Pages/east-asia-summiteas.aspx. Accessed 8 Dec, 2018.
2
“Rethinking the East Asia Summit: Purpose, Process and Agenda.” Singapore Institute of International
Affairs. September 2014. http://www.siiaonline.org/wp-content/uploads/2016/10/2014-10-Policy-BriefRethinking-the-East-Asia-Summit-Purpose-Processes-and-Agenda.pdf. Accessed 8 Dec, 2018.
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purpose of countering US influence,3 given that they were neither geographically or
culturally part of Asia. In fact, Australia’s presence was only formally confirmed when
they agreed to accede to the ASEAN Treaty of Amity and Cooperation in Southeast Asia.4
The membership of India, New Zealand and Australia also met some resistance from
China as they were regarded as countries that would lessen China’s influence in the EAS.
The initial exclusion of United States from the EAS suggested the United State’s
decreasing influence in East Asia. The tensions in relationship between the ASEAN “Plus
three” members (Japan, China and South Korea) and the aforementioned countries
resulted in limitations in progress in the first summit. Hence, EAS took on the role of
being a confidence building and familiarisation exercise.
US and Russia attended the 16th EAS as special guests and were invited to join EAS as
fully fledged members in 2011, seeking to closely engage countries in the region5.
Interestingly, in the summits of 2011 and 2012, Russia failed to send their top tier leaders
to the summit (President Vladimir Putin or Prime Minister Medvedev), a move seen by
many as a snub to the EAS.
Since its formation, the EAS has issued various declarations, mainly regarding energy
and economic issues in the region. In 2006, the EAS issued the Cebu declaration on East
Asian Energy Security in which 16 countries pledged to promote energy security and find
energy alternatives to conventional fuels. This was followed by the Singapore Declaration
of Climate Change, Energy and Environment and an agreement to establish an Economic
Research Institute for ASEAN and East Asia which will conduct research activities and
make policy recommendations in East Asia.6 While no further declarations have been

3

“Mahathir
blasts
Australia
over
summit.”
Ninemsn.
December
7,
2005.
https://web.archive.org/web/20060619183728/http://news.ninemsn.com.au/article.aspx?id=76332.
Accessed 8 Dec, 2018.
4
“Australia to Sign Peace Pact to Join East Asia Summit.” Asia Pulse. July 25, 2018,.
https://web.archive.org/web/20060618214044/http://au.news.yahoo.com/050724/3/p/v7s6.html. Accessed
8 Dec, 2018.
5
“US and Russia to join EAS, Dialogue Partners Reiterate Support.” Association of Southeast Asian
Nations. October 30, 2010. https://asean.org/?static_post=us-and-russia-to-join-eas-dialogue-partnersreiterates-support. Accessed 8 Dec, 2018.
6

“History.” Economic Research Institute for ASEAN and East Asia. Accessed January 2, 2019.
http://www.eria.org/about-us/history. Accessed 3 Dec, 2018.
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released, the leaders reaffirmed six priority areas: energy, education, finance, global
health, environment and disaster management, and ASEAN connectivity in the 2016 EAS
summit. Other areas of cooperation included disarmament, maritime cooperation,and
non-proliferation, and food security and safety.7
II.

Critique of the EAS

The initial formation of the EAS has been described as a “motley combination of
countries”,8 with competing political ideology (eight being democracies, the others being
dictatorships), vast economic differences (Japan, a developed country versus a less
developed country like Cambodia, Myanmar), competing alliances (some pro-West,
some pro-China). As such, it originates against a backdrop of diplomatic maneuvering
and power play, with China aiming to increase influence in the region and Japan
attempting to reign in China. The addition of United States and Russia with their various
political alliances only served to exacerbate such existing tensions and power dynamics
in the EAS. Hence, all dialogue in the EAS takes place against such undertones of distrust
and competition, inhibiting consensus and political willpower to create tangible
outcomes.
It is therefore no wonder that cooperative efforts in the EAS has been limited to dialogue
and joint declarations, without much concrete outcome. This has mainly been attributed
to its lack of institutionalisation with no secretariat, budget, or membership fees to support
its agenda.9 Others have also raised the problem of ASEAN’s central leadership and
traditional conflict avoidance10 as a reason why the summit finds it difficult to broach
controversial issues and enact change.
7

“Chairman’s Statement of the 11th East Asia Summit.” Association of Southeast Asian Nations,
September 9, 2019. http://asean.org/chairmans-statement-of-the-11th-east-asia-summit/. Accessed 18 Dec,
2018.
8
Mohan Malik. “The East Asia Summit” Australian Journal of International Affairs 60, no. 2 (2006): 207211. https://www.tandfonline.com/doi/abs/10.1080/10357710600696134?journalCode=caji20. Accessed 8
Dec, 2018.
9
Bisley and Cook. “How the East Asia Summit can achieve its potential,” p. 6. Accessed 15 Dec, 2018.
10
Ralf Emmers. “The East Asia Summit: On a Road to Somewhere.” Konrad Adenauer Stiftung. Last
modified March 14, 2018. https://www.kas.de/c/document_library/get_file?uuid=8115ff0b-7c76-6cbc1796-8f6b674bd927&groupId=252038. Accessed January 2, 2019.
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THE QUESTION OF A “FREE AND OPEN INDO-PACIFIC”
I.

Introduction to Topic

The term “Indo-pacific” was first introduced by Gurpreet Khurana in 2007, in an article
titled “Security of Sea Lines: Prospects for India-Japan Cooperation”.11 In the article, the
Indo-Pacific is described as “the maritime space stretching from the littorals of East
Africa and West Asia, across the Indian Ocean and western Pacific Ocean, to the littorals
of East Asia”. More recently in 2017, The US National Security Strategy (NSS) defines
it as extending from the west coast of the United States to the west coast of India. The
Indo-Pacific is often seen as an extension of “Asia-Pacific”, capturing India’s increasing
importance in the regional geopolitical landscape.12

Figure 1: Map of the Asia-Pacific Region
The Indo-Pacific is perhaps the most diverse and dynamic region in the world. While the
region presents tremendous economic opportunities, it is also plagued with security
challenges. With 5 nuclear powers and 7 out of the 10 countries with the largest military,
11

Khurana, Gurpreet S. (2007) 'Security of Sea Lines: Prospects for India-Japan Cooperation', Strategic
Analysis, Volume 31, No. 1, pp. 139–153. Accessed January 2, 2019.
12

“‘Indo-Pacific’ over ‘Asia-Pacific’ reflects India’s rise: US Official.” The Economic Times, July 11,
2018. https://economictimes.indiatimes.com/news/defence/indo-pacific-over-asia-pacific-reflects-indiasrise-us-official/articleshow/61519684.cms. Accessed January 2, 2019.
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the region is heavily militarised.13 Given China’s increasing political and military
assertiveness, anxiety grows in other regional powers. The disputes on islands and waters
in the South China Sea are yet to be resolved, while China’s economic and political
expansion through the “Belt and Road Initiative” grows increasingly alarming. In
response, other regional powers have begun to form alliances. The Quadrilateral Security
Dialogue between Japan, Australia, India and the United States resumed during the 2017
ASEAN Summit, while this year, the United States pledged nearly 300 million in the
security funding for the Indo-Pacific. Moreover, the regional tension may aggravate as
China and the United State become increasingly antagonistic with the start of the USChina Trade War.
The concept of “a Free and Open Indo-Pacific (FOIP)” was brought up first by Japan in
response to the current tension in the region. It was later affirmed by members of the
Quadrilateral Security Dialogue and the Association of Southeast Asian Nations. While
the framework of FOIP remains nebulous, analysts propose that it will probably have
three main objectives: to promote liberal trading regimes, to ensure freedom of navigation
and to enhance the rule-based regional order.14 There is currently no guideline for the
implementation of FOIP strategy, but Japan, the proposer of FOIP, mentioned in its
Priority Policy for Development Cooperation FY2017 3 pillars to realise the goal of
FOIP:
1. Promotion and establishment of a rule-based regional order including enhancing
the rule of law, freedom of navigation, free trade, etc.
2. Pursuit of regional economic prosperity through improving connectivity and
strengthening economic partnership including Economic Partnership Agreement
(EPA), Free Trade Agreements (FTAs) and investment treaties.
3. Commitment for peace and stability through capacity building on maritime law
enforcement, humanitarian aid and disaster relief cooperation.15

13

Patrick Blannin. “Interoperability: Enhancing Indo-Pacific Counter-Terrorism Cooperation.” Counter
Terrorist Trends and Analyses 10, no.10 (October 2018): 6-11 https://www.jstor.org/stable/26501460.
Accessed January 2, 2019.
14
Mark Valencia.”What Does a Free and Open ‘Indo-Pacific’ Actually Mean.” The Diplomat, March 30,
2018. https://thediplomat.com/2018/03/what-does-a-free-and-open-indo-pacific-actually-mean/. Accessed
January 9, 2019.
15
International Cooperation Bureau MOFA. “Priority Policy for Development Cooperation FY2017”.
MOFA 2016. https://www.mofa.go.jp/files/000430632.pdf. Accessed January 5, 2019.
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Many experts believe that FOIP is motivated by challenges China pose to the world order
long dominated by the West. In fact, US State Department advisor Brian Hook claims
that there is an urgent need to defend the rule of law when “China’s behavior is out of
step with these values and these rules”. This is to say, whether or not FOIP strategies are
aimed at containing China, they are going to be very much values-based (i.e. defending
the freedom and rule of law). To quote Australian analyst Michael Wesley, the quad
is considering “forgoing some of that prosperity to stand up for what we believe
in”.16 However, others have a different view on FOIP. ASEAN, a key player in FOIP
situated at the heart of Indo-pacific, believes that the emphasis should be on common
interest rather than common value.

16

Mark J. Valencia. “What Does a ‘Free and Open Indo-Pacific’ Actually Mean?” The Diplomat, March
30, 2018 https://thediplomat.com/2018/03/what-does-a-free-and-open-indo-pacific-actually-mean/ .
Accessed January 12, 2019.
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II.

Background and History

Genesis of the notion of a “FOIP region”
As aforementioned, the vision of a FOIP region was first conceived by Japanese Prime
Minister Shinzo Abe towards the end of his first year in office. In his speech to the Indian
parliament titled “Confluence of The Two Seas”, Abe mentioned that Japan was intent
on vigorously championing the creation of “an arc of freedom and prosperity” in the
greater Eurasian region.17 This proposed transregional partnership, which Abe hoped
would eventually grow to include non-Eurasian countries such as the United States of
America and Australia, would ostensibly create an open and transparent network
connecting the entirety of the Pacific Ocean, enabling the smooth transfer of people,
goods, capital and knowledge within and beyond the Eurasian region.
Though the term a “FOIP region” was only formally articulated by the Japanese
government as part of its foreign policy during Abe’s second stint as Prime Minister, his
vision of a more integrated and connected Eurasian region in 2006 was arguably what
laid the groundwork for the promulgation of the catchphrase by both Japan and other
countries in the following decade. Today, Abe’s Free and Open Indo-Pacific Strategy
(FOIP) has also been adopted by a number of her allies, namely the United States of
America, India and Australia.
Motivations for strong Japanese advocacy of the FOIP
Prima facie, Japanese advocacy of the FOIP is driven by altruistic motivations. In a policy
statement released in 2017, Japan’s Ministry of Foreign Affairs declared that it would
vigorously champion the FOIP as part of an overarching strategy to promote development
cooperation, calling it a means to bring about “peace, stability and prosperity” to the
Eurasian region. Under the FOIP, Japan would proactively contribute to the good of the

17

Shinzo Abe. “Confluence of the Two Seas.” Speech, Parliament of the Republic of India, August 22,
2007. Accessed December 28, 2018.
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region by engaging in activities such as “peace building, [providing] assistance for
refugees, and [enacting] countermeasures against violent extremism”.18
It is also noteworthy that Japan has struck a decidedly conciliatory tone in her push for
the FOIP. At the Asia-Euro Policy Forum on Responding to Crises in East Asia held in
2018, Japanese representatives encouraged all “like-minded countries” to join in the
advancement of the FOIP. Notably, the featured Japanese panellists extended an olive
branch to China, a known adversary of the nation, saying that the country would be
“welcome on board” if she “shares the same ideas and values”.19 Japan’s openness to
including China in her vision of the FOIP indicates an unwillingness on Japan’s part to
openly characterize the strategy as a tool to counter China.
In spite of this, detractors assert that the FOIP serve primarily to rival China’s Belt and
Road Initiative (BRI) and help Japan “re-gain some of the economic and political clout”
it ceded to Beijing following the rise of China.20 The FOIP seeks to tie Japan closer to the
ASEAN region by granting Japan a platform to champion her “infrastructure
investments” and bolster existing trade relations by pushing for free trade agreements.
Further, Japan has called for the reinstatement of the Quadrilateral Security Dialogue
(QUAD), an informal strategic dialogue between the US, Australia, Japan and India. This
is a sign that the four countries are looking to leverage on their collective strength to
counteract belligerent behavior from an increasingly assertive China.

18

“Priority Policy for Development Cooperation FY2017.” International Cooperation Bureau, Japanese
Ministry of Foreign Affairs, April, 2017. https://www.mofa.go.jp/files/000259285.pdf. Accessed January
12, 2019.
19
Walter Sim. “Japan’s Free and Open Indo-Pacific is Open to All, Including China, Tokyo Policy Forum
Told.” The Straits Times, September 13, 2018. https://www.straitstimes.com/asia/east-asia/japans-freeand-open-indo-pacific-strategy-is-open-to-all-including-china-tokyo. Accessed December 23, 2018.
20
Axel Berkofsky. “‘Free and Open Indo-Pacific’: Tokyo’s Plan and Priorities.” ISPI, June 4, 2018.
https://www.ispionline.it/it/pubblicazione/free-and-open-indo-pacific-tokyos-plans-and-priorities-20690.
Accessed December 18, 2018.
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Co-option of Vision by Japanese Allies
As delineated in the previous segment, the US, Australia and India have all quickly
adopted Japan’s vision of a FOIP. Though united by a common vision, these countries
have displayed varying degrees of receptivity towards the FOIP.
The US has voiced her support for the FOIP in no uncertain terms. In a 2017 speech to
the Indian Parliament, former Secretary of State of the United States Rex Tillerson
forcefully endorsed the FOIP, encouraging India to work in tandem with the US and Japan
to ensure the realization of Japan’s vision. Worthy of consideration is the fact that unlike
her ally Japan, the US has been more than willing to confront the elephant in the room China. In his speech, Tillerson repeatedly accused the country of disrespecting the rule
of law by engaging in “predatory economics” as well as “non-transparent infrastructure
financing”, a clear jab at the BRI. Undergirding Tillerson’s argument is a core tenet of
the US’ strategy to engage a rising China - the insistence on unequivocal respect for and
adherence to the rule of law.
In spite of Tillerson’s emphatic remarks and the US’ longstanding history as a proponent
of regional integration, pundits observe that the US has not been a reliable supporter of
the FOIP in practice, especially in light of the Trump administration’s protectionist
policies.21 Under Trump’s watch, the US has withdrawn from the Trans-Pacific
Partnership, a cornerstone of Obama’s “Pivot to Asia” strategy which sought to fortify
American influence in the Indo-Pacific region by encouraging trade and investment.22
Apart from calling into question America’s commitment to the FOIP, the Trump
administration’s departure from America’s long-standing pro-free trade stance has
compelled Japan to rise up the occasion and fill the void left by the US. For instance,
Japan is now leading the charge for the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership, the successor of the now-defunct Trans-Pacific Partnership.

21

Abigail Grace. “Beyond Defining a ‘Free and Open Indo-Pacific.” The Diplomat, September 6, 2018.
https://thediplomat.com/2018/09/beyond-defining-a-free-and-open-indo-pacific/Accessed January 19,
2019.
22

Horimoto Takenori. “The Free and Open Indo-Pacific Strategy: India’s Wary Response.” Nippon,
September 10, 2018. https://www.nippon.com/en/currents/d00436/ Accessed January 22, 2019
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Like the United States, India’s commitment to Japan’s vision of FOIP has also been called
into question. In speeches made with regards to the topic, PM Narendra Modi has stressed
that India supports an inclusive free and open Indo-Pacific, a signal that India wishes for
the inclusion of China in the FOIP. This is emblematic of the political tightrope India has
had to tread with the rise of China - India seeks to strike the best deal with China but is
concurrently wary of the potential troubles a stronger China would bring about. As such,
India has sought to hedge against a possible difficult rise of China by leveraging the
collective strength of the QUAD and allying herself with Japan and the US.
The lukewarm support of India and the US for the FOIP should be a major cause for
concern to Japan as the long-time allies’ differences in priorities might give rise to
fractures in the delicate coalition Japan has assembled.
Chinese skepticism towards the FOIP
On the surface, China is welcome to the concept of a FOIP. China has welcomed
American funding for security cooperation measures in the Indo-Pacific region, saying
that such a move would “enhance regional peace, stability and development.”
Upon closer inspection, however, it is clear that, notwithstanding reassurances from Japan
that China would not be targeted by the FOIP, China continues to harbor reservations
towards the strategy spearheaded by Japan. In August 2018, when quizzed by reporters,
Chinese Foreign Minister Wang Yi expressed doubts that the FOIP would succeed,
suggesting that the FOIP will soon fade out of political discussions. Wang also released
a thinly-veiled warning to Japan and the US, urging the four nations spearheading the
FOIP not to use the FOIP as a mechanism to contain China.
From the vantage point of a rising power, China’s skepticism towards the FOIP is but
logical.23 Oftentimes, the US has criticized China for engaging in unfair business

23

Zhao Huasheng. “The Indo-Pacific Strategy: China’s Perspective.” Valdai Club, November 27, 2018.
http://valdaiclub.com/a/highlights/the-indo-pacific-strategy-china-s-perspective/Accessed January 15,
2019.
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practices and failing to adhere to the rule of law, with no other than US Vice President
Mike Pence threatening as recently as October 2018 that China will risk engendering a
“cold-war scenario with the US” should she continue her current trajectory. The harsh
rhetoric adopted by American leaders has arguably been the key reason for China’s
distrust of the FOIP, which has the backing of the United States and her known adversary
Japan.
ASEAN’s Stance on the FOIP
In a show of unity, ASEAN has chosen to band together and work towards staking out a
common position on the FOIP. This is to ensure that ASEAN countries, being a main
focal point of the FOIP, are able to harness their collective strength and better influence
the policy-making process.
Though the regional bloc has yet to adopt a formal position on the FOIP, ASEAN leaders
have expressed a common wish for the strategy to be anchored on the value of “ASEAN
centrality”, that is to recognize that the FOIP should be geared towards engaging the
ASEAN community in view of the fact that South-east Asia lies on the convergence of
the Indian and Pacific Oceans. ASEAN leaders have also expressed their wish that the
FOIP take a leaf from the core tenet of ASEAN, non-interference, and seek to promote
the values of “inclusiveness, cooperation and habit of dialogue” which have served
ASEAN well.24
In spite of the lack of a formal regional stance on the FOIP, there is clearly tacit support
for the concept among some member state. For instance, Indonesia has shown support for
the FOIP by the unveiling of an “Indo-Pacific cooperation concept” earlier this year. Five
other Southeast Asian countries, Thailand, Vietnam, Cambodia, Laos and Myanmar, have
also come out in favor of the FOIP following promises of Japanese investment in the
Mekong region. The approval of these Southeast Asian countries puts them at odds with
Singapore, which has been ambivalent about the FOIP. ASEAN’s differing views on the

24

“ASEAN crafts position on US ‘Free and Open Indo-Pacific’ Strategy.” Nikkei Asian Review, August 2 ,
2018.
https://asia.nikkei.com/Politics/International-Relations/ASEAN-crafts-position-on-US-Free-andOpen-Indo-Pacific-strategy. Accessed January 2, 2019.
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FOIP has exposed fault lines threatening the regional body. Differing views on the FOIP
can “muddle the process of...adopting [a] cohesive response”, which manifested in
ASEAN’s failure to release a joint communique on the South China Sea at the 2012
ASEAN Foreign Ministers’ Meeting .
Notwithstanding their support of the FOIP, supportive ASEAN countries, cognizant of
the perils of offending either party, have particularly sought to avoid having to publicly
take sides between China and the US. The regional body, as a whole, has instead sought
to position itself as a neutral party committed to the common good, seeking a balance
between its “strategic alignments and economic interests”. This can mainly be attributed
to the fact that ASEAN recognizes the fundamental importance of courting both the US
and China, two strategic partners of the regional body - properly engaging both sides will
ensure the strengthening of existing economic and security partnerships, bringing about
greater stability to the region.
III.

Definition of Terms

The Asia-Pacific region refers to a business region comprising the entirety of Asia and
countries making up the Pacific Rim, such as the US, Mexico and Australia.
The Pacific Rim is composed of littoral states of the Pacific region. These countries are
in four continents, ranging from North and South America to Asia as well as Oceania.
Many of these countries have witnessed “major economic change and growth”, shaping
up to be “components of an economically integrated region”.
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IV.

Scope of Debate

Interpretation of a “Free and Open Indo-Pacific”
To streamline debate, delegates might find it useful to have a common nuanced definition
of FOIP before attempting to engage and debate about the stances and psyches of the
stakeholders involved . Discussed objectives of the FOIP by the Quad include a deliberate
move from “Asia Pacific” to Indo Pacific” as a primary strategic economic and
geographic area of interest and responsibility for three countries, namely, United States,
Japan and Australia. FOIP also includes creating a balance of power, in particular China’s
trade domination in the region through rules based order. These are the key aspects of
FOIP that have been challenged definitionally and conceptually by countries like China,
Russia and even Japan.
Firstly, the term “Indo-Pacific” in the FOIP remain controversial, one that has been
contested by countries like China and Russia. The term “Indo-Pacific” is a geopolitical
construct created by the United States and helmed by others (the Quad, India) , creating
an economic corridor between the Indian and Pacific Oceans.25 The necessary implication
is the inclusion of countries like India, Australia and United States in the West Pacific
economic area, placing countries like China and Russia on the periphery. This is unlike
the previous concept “Asia Pacific”, which was vague in application but was largely
regarded to be more inclusive towards China and Russia, excluding West Asia (India),
placing United States and Japan on the peripheries.26 In response, China has labelled
“Indo-Pacific” as a containment strategy against them, seeing it as a Western term fuelled
by United State’s agenda in the region. Similarly, Russia has proposed the name "Indo-

25

Mercy A. Kuo. “The Origin of ‘Indo-Pacific’ as Geopolitical Construct” The Diplomat, January 25,
2018
https://thediplomat.com/2018/01/the-origin-of-indo-pacific-as-geopolitical-construct/. Accessed January
29, 2019.
26
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Asia Pacific" to ensure it is not excluded from the emerging regional architecture.27
Hence, the name “Free and Open Indo-Pacific”should be discussed as it is likely to draw
some ire from countries excluded or disregarded as a result of the geo-economic strategic
shift the name implies.
This links to the fundamental problem that the concept of FOIP is still disagreed upon.
This is due to the fact that countries cannot settle on whether FOIP is a concept or an
exclusive organisation, both of which have different implications on the countries
involved. This necessitates the question: Is the FOIP is aimed towards containing the rise
of China or is it open to the participation of China? Japan has opted for the latter and has
been open to their invitations to China in the formulation of FOIP, stating that FOIP is
not an international organisation but rather a concept, an important distinction that leaves
FOIP open to any countries in the region interested to join.28 However, in the recent
Quadrilateral Security Dialogue (Japan, United States, Australia, India) in Singapore have
indicated otherwise as they have been primarily focused on curbing China’s increasing
influence in the Indo-Pacific region.29 United States and Australia have also used the term
“Quad” when talking about FOIP, indicating a level of containment and exclusivity in the
strategy, this has been largely avoided by Japan.30This hints that the FOIP is a strategy to
create an exclusive area of free and open trade that could oppose China’s domination in
the region. On this note, Japan’s open invitation rings false. Moreover Chinese scholars
have also indicated that they believe FOIP to be a tactic by the United States to safeguard
its own leadership and interests in the region.31
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Japan and China maintain a good relationship, with Japan relying on China for
business/trade opportunities and China relying on Japan as a window into the emerging
economic coalition in the region that could possibly weaken China’s global influence32.
Hence, diplomatic relations between Japan and China remain cordial, with great efforts
to avoid stepping on each other’s toes. This might explain Japan’s incentive to keep the
FOIP as a concept, inclusive of their major business ally, China. Meanwhile, relationships
between China and the Western countries (United States and Australia) have been tense,
especially with the ongoing US-China Trade War. With Belt and Road Initiative (BRI),
China hopes to dominate trade in the region, a rising threat against current Western trade
and economic influence in the region.33 It is likely that the Western powers hope to use
FOIP as a strategy to combat the rising Chinese trade influence in the region, hence it is
understandable why they would attempt to exclude China, as including China in FOIP
would defeat the strategic intent of the alliance. The power struggle for influence between
countries drives the dichotomy between the definitions of FOIP.
Is the FOIP simply a concept or a strategic exclusive organization with the purpose to
exclude and isolate China? Given the extensive trade ties many countries have with China
and United States, It is important to discuss the ultimate objectives of the FOIP, its
specific definitions and how its final objectives would affect the willingness of various
countries to accept the FOIP and the effectiveness of FOIP as a whole.
ASEAN interests and their alignment to FOIP
While leaders in the EAS stress ASEAN centrality in FOIP , ASEAN leaders continue to
cautiously maintain their distance from FOIP in a bid to maintain primacy in setting
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directions for the region.34 ASEAN’s agreement plays an important role in FOIP, bridging
the gap between the West and a large bulk of East Asia. Hence, it is important for
delegates to discuss ASEAN’s attitude towards the balance of power and the rule of law
in freedom of navigation and trade offered by the FOIP.
ASEAN’s concerns with the FOIP covers three areas: whether the strategy supported
Asean unity and centrality; whether it facilitated trade, investment and connectivity in the
region; and if it espoused a rules-based world order anchored on international law.35 The
fundamental principles of rule of law would include freedom of navigation, the rule of
law, freedom from coercion, respect for sovereignty, private enterprise, and open
markets, and the freedom and independence of all nations.36
"Centrality" is a defining concept, a vision of regional order in which the collective
interest of member states comes first and is regarded with importance.37 ASEAN
centrality means ASEAN countries should have primacy and be drivers of regional
processes in Indo-Pacific.38 They should be the core of Indo-Pacific regional institutions,
acting as a platform in which wider Indo-Pacific and East Asia regional institutions are
anchored. Without ASEAN, regional institutions like EAS should not be able to function.
In the context of FOIP, ASEAN centrality insinuates that ASEAN should work as a
driving and deciding force for the policy, being key influencers in the conception and
definition of FOIP. ASEAN should also be an axis of symmetrical interests between itself
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and its external partners, offering regional peace, stability and economic development to
countries in the two oceans.39However, there is fear that other countries only admit to
ASEAN centrality,because they are able to use ASEAN as an instrument to serve their
own interests.40 This means they might not honor it in practice, once they are able to use
ASEAN to access their strategic interests. Hence, FOIP might undermine ASEAN unity
and centrality by allowing powerful countries to enlist strategically significant states in
ASEAN in economic development and ignoring the rest, inadvertently dividing the states
into opposing camps.41 Other countries in the region may may use FOIP as an instrument
to increase economic influence in the region, overshadowing ASEAN’s role as a driving
force of economic growth and development in East Asia.
Moreover, ASEAN centrality is as much a product of external players in the region as it
is for SEA, hence, it is imperative for ASEAN that other countries in FOIP also recognize
ASEAN Centrality. This calls into question whether ASEAN is capable enough to take
helm of leadership as a united party. ASEAN has shown an inability to unite on the South
China Sea issue42 and the “ASEAN way” of needing unanimity to proceed means that
processes can be inefficient, allowing the preferences of reluctant states to dominate.
ASEAN has also proven to be unable to react strongly to crises internally, such as to the
ethnic violence in Myanmar due to their sanctified principle of “non interference”.
If other countries do not recognize ASEAN centrality, seeing ASEAN as incapable to
play such a role ASEAN centrality will not exist. It is hence important to consider nuance
in each country’s stances towards ASEAN centrality and how it would play out in the
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formulation of FOIP, taking into account ASEAN’s capabilities and past history in
leadership.
Some aspects of FOIP do align well with certain ASEAN leaders. The emphasis of
ASEAN centrality and rule of law by Japan have been aspects lauded by some countries
in ASEAN, primarily Singapore’s Prime Minister Lee Hsien Loong.43 This is especially
because of the conflict at South China Sea, in which Beijing’s disrespect of rules-based
order has greatly upsetted ASEAN, which has 4 countries laying territorial claim in the
region. The concept of FOIP and the bolstering of regional infrastructure outlined is also
in line with ASEAN trade interests and precedences, which look for mutually beneficial
partnerships and flexibility. FOIP will create an opportunity for Japan to establish itself
as a leader within the region
Consideration and discussion needs to focus on what exactly the FOIP entails for the
countries involved, which principles and objectives a Free and Open Indo Pacific will
value above all else, whether ASEAN can accept these principles and how ASEAN will
be positively or negatively affected by the principles of the FOIP. Other countries should
also consider the impact of ASEAN centrality on FOIP and whether they are willing to
accept it as a necessary trade-off to cooperate with ASEAN.
Increasing Commitment to the FOIP
Although countries will benefit from the FOIP, it is important to also understand what
countries might risk choosing to be a part of FOIP.
FOIP faces the threat of the lack of commitment. This is dangerous because a lack of
commitment means limiting the contributions that allies, partners, and friends can make
to FOIP, out of fear that such commitments might not see their returns due to the whims
and fancy of the President or shifting priorities (due to the end of President’s term).
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Although the United States has actively backed the FOIP policy, the inconsistency and
lack of commitment has raised concerns among ASEAN countries. For one, President
Donald Trump has failed to attend the 2018 Asia-Pacific Economic Cooperation (APEC),
ASEAN and EAS summits, casting doubt on the US’s promise of enduring commitment
to the Indo-Pacific region. Despite Trump’s invitation to form “free, fair and reciprocal”
trade agreements with any countries willing, the administration has yet to form an trade
partnerships with countries in the Indo-Pacific region, especially since their departure
from the Trans-Pacific Partnership.44 In fact, most trade objectives in the region have
been forwarded by Japan, showing that US’s economic presence in the region has
struggled to gain credibility. Trump has yet to invest political capital to advance the
strategy beyond being a catchphrase. His criticism of U.S. allies as “free-riders” of
American security and “unfair” trade partners has not done much to inspire confidence
among allies.45 Moreover, President Trump has shown favour towards bilateral trade
deals46 , a contrast from the fundamentals of the FOIP, which aims to be a multilateral
trade concept.
As such, ASEAN countries, India, Australia and Japan might wonder if United State’s
truly has long term or simply opportunistic commitment to the area.There also needs to
be substantial consideration into whether working with the volatile Trump would aid their
vision in a truly free and open Indo-Pacific. Real commitment requires real investments,
this means that the regional democracies, especially the United States must make greater
investments in a FOIP strategy, leveraging resources across the board in government
agencies, financial institutions, partners.47 This would be in line with ASEAN’s need for
44
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commitment, demands of centrality and creating mutually beneficial relationships in the
region.
If FOIP is decided as an ideal direction, delegates should discuss the actions the QUAD
can take to solidify their commitment to FOIP and build mutually beneficial economic
bonds in the region and whether QUAD is willing to accept such conditions.
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V.

Potential Solutions

Inclusion of China
One solution is to craft the FOIP as a diplomatic concept inclusive of China — one that
any “like-minded country” that “shares the same ideas and values” can adopt.48 This
vision has been supported by Japan since her leader conceived the idea of a ”Free and
Open Indo-Pacific”. According to Japan, this vision of FOIP would center on “valueoriented diplomacy”, which means “diplomacy based on universal values (liberalism,
democracy, fundamental human rights, the rule of law, and the market economy)" as
explained by the MOFA website, as well as the "arc of freedom and prosperity”, which
emphasises on "expanding the ring of freedom along the Eurasian continent to form a rich
and stable region based on universal values." 49
Under this vision, the aims of FOIP (namely promoting liberal trading regimes, ensuring
freedom of navigation and enhancing the rule-based regional order) is achieved through
international support for capacity building of law enforcement authorities in developing
countries as well as multilateral cooperation in issues like counterterrorism, refugee
assistance and peace building through international organisations in an organic manner.
However, whether this solution is realistic or not remains a question. The reinstatement
of the Quadrilateral Dialogue in 2017, called for by Japan itself, signals a level of
exclusivity and hints that containing China would probably be one of the primary focus
of FOIP.
Confronting China
Another solution championed by Australia and the US is to coin FOIP as an exclusive
economic and political alliance aimed at containing China. US Secretary of State Rex
Tillerson’s October 2017 speech regarding FOIP pictures China as “ …at times
undermining the international rules-based order” politically and as “a clear threat engaged
48
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in unqualified predatory lending” economically, thus depicting FOIP as an alliance “to
contest China’s unfair trade and economic practices” and to help Asian countries
“maintain their sovereignty as China increases its influence in the region”
However, it remains nebulous whether India , the ASEAN countries and even Japan
would be receptive towards such an antagonistic approach against China. India has been
pursuing a multi-aligned diplomatic strategy since the beginning of this decade and often
prizes itself for its “strategic autonomy” : the ability to maintain independent foreign
policy. Although New Delhi affirmed the synergy between FOIP and its own “Act East
Policy”, it’s unlikely that India would willingly serve as one of the “anchors” of FOIP if
FOIP is coined as antagonistic toward China. Similarly, though rhetorically supporting
some of the FOIP goals, it is unlikely that ASEAN countries, who have always positioned
themselves as a neutral party, would endorse a strategy that can easily polarise the region.
Japan, though a close ally with the US, has significant economic ties with China and,
according to some analysts, has even developed a degree of economic dependence on
China which gives China even larger economic leverage.
“Rebalance”
Perhaps the most viable solution is a balance between the aforementioned solutions. An
amalgamation would probably look like the Obama Administration’s “Rebalance to
Asia”, the core of which being the Trans-Pacific Partnership (TPP). The Rebalance
certainly assumes the threat of a growing China and seeks to contain China’s growth with
a strategic alliance. However, unlike the Trump administration’s vision of FOIP which
treats China as an adversary destructing the regional order, the Rebalance recognises
China’s regime legitimacy and seeks to cooperate with China on common regional issues
such as counter-terrorism and environmental issues. Moreover, the Rebalance seeks to
build the foundation of liberal trade regimes through the creation of TPP, which
recognises its members’ “commitment to encourage the accession to this Agreement by
other economies”, thus assuring countries of its inclusive nature. This way , countries that
do not wish to take side between China and US would not be deterred from joining. With
China’s reaction described by analysts as “a reasonable and measured decision to wait
and see how US policy would evolve”, the Rebalance is generally regarded as a success
of preventing polarisation in the region.

Page 24 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit

It must be noted that the geopolitical landscape has changed since the days of the
Rebalance: China has been more vigorously extending its influence in Asia; the US under
the Trump administration has itself withdrawn from the TPP. The sequel to the Rebalance
needs to be rebalanced.
VI.

QARMA

1. What are the fundamental objectives of a Free and Open Indo-Pacific Is it simply
a concept or really, an exclusive group of countries that is organisation-like?
2. What are the principles of a Free and Open Indo-Pacific? Are these principles
steadfast, could there be any exceptions or compromises?
3. How will the FOIP balance the differing interests of every state, especially that of
ASEAN’s, United States and perhaps even that of China’s?
4. Can the FOIP preserve ASEAN centrality?
5. Can the FOIP withstand the mounting displeasure from China?
6. How will the FOIP apply its various principles, especially that of good governance
in the context of ASEAN?
7. Can the FOIP promise substantial benefits for its members? How will it do so?
8. How will the FOIP uphold its various principles?
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VII.

Conclusion

The very nature and purpose of the FOIP itself remains up for discussion. Different
countries will see a different objective to FOIP and the final answer will shape various
countries’ stances towards FOIP and its operalisation. As it is now, the concept of FOIP
is impede by China’s looming threat of displeasure, ASEAN’s questions about its
implementation and inconsistency between its proponents.
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Bibliography

Abigail Grace. “Beyond Defining a ‘Free and Open Indo-Pacific.” The Diplomat,
September 6, 2018. https://thediplomat.com/2018/09/beyond-defining-a-freeand-open-indo-pacific/Accessed January 19, 2019.
“An Important Take on ASEAN Centrality.” The ASEAN Post, 6 Oct. 2017,
theaseanpost.com/article/important-take-asean-centrality. Accessed January 12,
2019.
Arifi Saiman. “Time for Asean to drive the Indo-Pacific process: Jakarta Post writers”
Straits Times, November 7, 2018 https://www.straitstimes.com/asia/se-asia/timefor-asean-to-drive-the-indo-pacific-process-jakarta-post-writers.
Accessed
January 12, 2019.
“ASEAN crafts position on US ‘Free and Open Indo-Pacific’ Strategy.” Nikkei Asian
Review, August 2 , 2018. https://asia.nikkei.com/Politics/InternationalRelations/ASEAN-crafts-position-on-US-Free-and-Open-Indo-Pacific-strategy.
Accessed January 2, 2019.
“Australia to Sign Peace Pact to Join East Asia Summit.” Asia Pulse. July 25, 2018,.
https://web.archive.org/web/20060618214044/http://au.news.yahoo.com/050724
/3/p/v7s6.html. Accessed 8 Dec, 2018.
Axel Berkofsky. “‘Free and Open Indo-Pacific’: Tokyo’s Plan and Priorities.” ISPI, June
4, 2018. https://www.ispionline.it/it/pubblicazione/free-and-open-indo-pacifictokyos-plans-and-priorities-20690. Accessed December 18, 2018.
Bhagyashree Garekar. “Quad leaders stress Asean's centrality in their Indo-Pacific
visions”
Straits
Times,
NOV
17,
2018
https://www.straitstimes.com/singapore/quad-leaders-stress-aseans-centrality-intheir-indo-pacific-visions. Accessed February 12, 2019.
Bilahari Kausikan “Bilahari Kausikan: ASEAN must work harder to stay 'central'”
Nikkei
Asian
Review,
OCTOBER
26,
2017
https://asia.nikkei.com/Politics/Bilahari-Kausikan-ASEAN-must-work-harderto-stay-central. Accessed February 12, 2019.
Bisley and Cook. “How the East Asia Summit can achieve its potential,” p. 6. Accessed
15 Dec, 2018.
“Chairman’s Statement of the 11th East Asia Summit.” Association of Southeast Asian
Nations, September 9, 2019. http://asean.org/chairmans-statement-of-the-11theast-asia-summit/. Accessed 18 Dec, 2018.
Dingding Chen. “What China Thinks of The Indo-Pacific Strategy.” The Diplomat, April
27,
2018.
https://thediplomat.com/2018/05/what-china-thinks-of-the-indopacific-strategy/. Accessed January 30, 2019.

Page 27 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit
"East Asia Summit (EAS)." Australia Government Department of Foreign Affairs and
Trade. October 24, 2018. https://dfat.gov.au/international-relations/regionalarchitecture/eas/Pages/east-asia-summit-eas.aspx. Accessed 8 Dec, 2018.
Endy Bayuni. “Nations still oceans apart on Indo-Pacific future: Jakarta Post columnist” .
Straits Times, Dec 20, 2018 https://www.straitstimes.com/asia/se-asia/nationsstill-oceans-apart-on-indo-pacific-future-jakarta-post-columnist
Accessed
January 29, 2019.
Geoffrey Gertz. “What will Trump’s embrace of bilateralism mean for America’s trading
partners.” Brookings, February 8, 2017. https://www.brookings.edu/blog/futuredevelopment/2017/02/08/what-will-trumps-embrace-of-bilateralism-mean-foramericas-trade-partners/
“History.” Economic Research Institute for ASEAN and East Asia. Accessed January 2,
2019. http://www.eria.org/about-us/history. Accessed 3 Dec, 2018.
Horimoto Takenori. “The Free and Open Indo-Pacific Strategy: India’s Wary Response.”
Nippon, September 10, 2018. https://www.nippon.com/en/currents/d00436/
Accessed January 22, 2019.
“‘Indo-Pacific’ over ‘Asia-Pacific’ reflects India’s rise: US Official.” The Economic
Times, July 11, 2018. https://economictimes.indiatimes.com/news/defence/indopacific-over-asia-pacific-reflects-indias-rise-usofficial/articleshow/61519684.cms. Accessed January 2, 2019.
International Cooperation Bureau MOFA. “Priority Policy for Development Cooperation
FY2017”. MOFA 2016. https://www.mofa.go.jp/files/000430632.pdf. Accessed
January 5, 2019.
Khurana, Gurpreet S. (2007) 'Security of Sea Lines: Prospects for India-Japan
Cooperation', Strategic Analysis, Volume 31, No. 1, pp. 139–153. Accessed
January 2, 2019.
Kiran Sharma. “'Quad' seen to discuss ways to curb China's influence in Indo-Pacific.”
Nikkei
Asian
Review,
November
14,
2018.
https://asia.nikkei.com/Politics/International-Relations/Quad-seen-to-discussways-to-curb-China-s-influence-in-Indo-Pacific. Accessed January 4, 2019.
“Mahathir blasts Australia over summit.” Ninemsn. December 7, 2005.
https://web.archive.org/web/20060619183728/http://news.ninemsn.com.au/articl
e.aspx?id=76332. Accessed 8 Dec, 2018.
MARK KINGWELL “The United States should be a lot more afraid of China than it is” .
The
Globe
and
Mail,
SEPTEMBER
29,
2018.
https://www.theglobeandmail.com/opinion/article-the-united-states-should-be-alot-more-afraid-of-china-than-it-is/.Accessed January 12, 2019.

Page 28 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit
Mark Valencia.”What Does a Free and Open ‘Indo-Pacific’ Actually Mean.” The
Diplomat, March 30, 2018. https://thediplomat.com/2018/03/what-does-a-freeand-open-indo-pacific-actually-mean/. Accessed January 9, 2019.
Mathieu Duchâtel “Japan-China relations: confrontation with a smile” European Council
on
Foreign
Affairs,
October
1,
2018.
https://www.ecfr.eu/article/commentary_japan_china_relations_confrontation_w
ith_a_smile. Accessed January 12, 2019.
Mercy A. Kuo. “The Origin of ‘Indo-Pacific’ as Geopolitical Construct” The Diplomat,
January 25, 2018
https://thediplomat.com/2018/01/the-origin-of-indo-pacific-as-geopolitical-construct/.
Accessed January 29, 2019.
Mohan Malik. “The East Asia Summit” Australian Journal of International Affairs 60,
no.
2
(2006):
207-211.
https://www.tandfonline.com/doi/abs/10.1080/10357710600696134?journalCod
e=caji20. Accessed 8 Dec, 2018
Patrick

Blannin. “Interoperability: Enhancing Indo-Pacific Counter-Terrorism
Cooperation.” Counter Terrorist Trends and Analyses 10, no.10 (October 2018):
6-11 https://www.jstor.org/stable/26501460. Accessed January 2, 2019.

Prashanth Parameswaran. “ASEAN’s Role in a U.S. Indo-Pacific Strategy” Wilson
Center, September 2018. https://www.wilsoncenter.org/sites/default/files/201809_aseans_role_parameswaran.pdf. Accessed January 17, 2019.
“Priority Policy for Development Cooperation FY2017.” International Cooperation
Bureau,
Japanese
Ministry
of
Foreign
Affairs,
April,
2017.
https://www.mofa.go.jp/files/000259285.pdf. Accessed January 12, 2019.
Ralf Emmers. “The East Asia Summit: On a Road to Somewhere.” Konrad Adenauer
Stiftung.
Last
modified
March
14,
2018.
https://www.kas.de/c/document_library/get_file?uuid=8115ff0b-7c76-6cbc1796-8f6b674bd927&groupId=252038. Accessed January 2, 2019.
“Rethinking the East Asia Summit: Purpose, Process and Agenda.” Singapore Institute
of International Affairs. September 2014. http://www.siiaonline.org/wpcontent/uploads/2016/10/2014-10-Policy-Brief-Rethinking-the-East-AsiaSummit-Purpose-Processes-and-Agenda.pdf. Accessed 8 Dec, 2018.
Satohiro Akimoto. “How Japan Can Save the Indo-Pacific Strategy.” The Japan Times,
July
24,
2018.
https://www.japantimes.co.jp/opinion/2018/07/24/commentary/japancommentary/japan-can-save-indo-pacific-strategy/#.XC3Ce1wzY2x

Page 29 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit
Seow Bei Yi. “Japan's Indo-Pacific strategy aligns well with Singapore, Asean priorities:
PM
Lee”
Straits
Times,
NOV
15,
2018.
https://www.straitstimes.com/singapore/japans-indo-pacific-strategy-alignswell-with-spore-asean-priorities-pm-lee Accessed January 26, 2019.
Shinzo Abe. “Confluence of the Two Seas.” Speech, Parliament of the Republic of India,
August 22, 2007. Accessed December 28, 2018.
Sim. “Japan’s Free and Open Indo-Pacific is Open to All, Including China, Tokyo Policy
Forum Told.” The Straits Times. Accessed January 12, 2019.
Stephen R. Nargy. “It’s too early to write off the Indo-Pacific Strategy.” The Japan Times,
July
24,
2018.
https://www.japantimes.co.jp/opinion/2018/07/24/commentary/japancommentary/early-write-off-indo-pacific-strategy/#.XC23c1wzY2x. Accessed
January 12, 2019.
Thitinan Pongsudhirak. “Asean's disunity undermines its centrality” Straits Times, JUN
21, 2016. https://www.straitstimes.com/opinion/aseans-disunity-undermines-itscentrality.
“US and Russia to join EAS, Dialogue Partners Reiterate Support.” Association of
Southeast Asian Nations. October 30, 2010. https://asean.org/?static_post=usand-russia-to-join-eas-dialogue-partners-reiterates-support. Accessed 8 Dec,
2018.
Walter Sim. “Japan’s Free and Open Indo-Pacific is Open to All, Including China, Tokyo
Policy Forum Told.” The Straits Times, September 13, 2018.
https://www.straitstimes.com/asia/east-asia/japans-free-and-open-indo-pacificstrategy-is-open-to-all-including-china-tokyo. Accessed December 23, 2018.
Yoneji, Kuroyanagi. “The US-China-Japan Triangle and the Concept of ‘ASEAN
Centrality’: Myth or Reality?” International Relations and Asia’s Southern Tier,
2017, pp. 143–157., doi:10.1007/978-981-10-3171-7_10.
Yulisman, Linda. “Indonesia Wants Asean to Be Axis of Indo-Pacific Strategy.” The
Straits Times, 9 Jan. 2019, www.straitstimes.com/asia/se-asia/indonesia-wantsasean-to-be-axis-of-indo-pacific-strategy. February 2, 2019.
Zhao Huasheng. “The Indo-Pacific Strategy: China’s Perspective.” Valdai Club,
November 27, 2018. http://valdaiclub.com/a/highlights/the-indo-pacific-strategychina-s-perspective/Accessed January 15, 2019.

Page 30 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit

THE QUESTION OF CYBER SECURITY
I.

Introduction to topic

Cyber Security has gained increasing significance in recent years. With the proliferation
of e-commerce, businesses and consumers become increasingly dependent upon the
security of networks. The recent rise of “Big Data” technologies means that companies
and organisations are handling far larger amount of unstructured data than before, posing
threat to the safety of public and personal information. Moreover, the emergence of
“Internet of Things”, which connect smart devices, from phones to autonomous vehicles
to unmanned aerial devices, makes the issue of cyber-security ever more real and
important. However, Cyber Security is not properly protected. According to Forbes, a
report in 2017 found that 70% of devices involved in the IoT had no appropriate
encryption on communication.

1

According to the Juniper Research, cybersecurity is

estimated to cost the global economy more than $2.1 trillion per year.2
The Asia Pacific is probably the region most vulnerable to cybersecurity issues. Cyber
regulations fail to catch up with the rapid digital transformation of the Asia Pacific,
making it prey to cyber crimes. According to BBC, hackers are 80% more likely to attack
organisations based in Asia compared to other regions.3 According to the 2017 global
risks report, cyber attack is one of the top 5 risks of doing business in the Asia Pacific.4
Even though the problem is severe, government and firms of the Asia Pacific have low

1

“Why cybersecurity should be the biggest concern of 2017.” Forbes, Accessed January 2, 2019.
https://www.forbes.com/sites/forbestechcouncil/2017/01/17/why-cybersecurity-should-be-the-biggestconcern-of-2017/
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“Cyber Risk in Asia Pacific.” Marsh & McLennan Companies Asia Pacific Risk Centre, Accessed January
2, 2019. https://www.mmc.com/content/dam/mmc-web/Files/APRC/aprc-cyber-risk-in-asia-pacific.pdf
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awareness of the issue: according to Gartner survey in 2015 firms based in Asia Pacific
on average spent 47 percent less on cybersecurity than North American firms.5
At the same time, countries are building offensive cyber attack capacity, which means the
ability to disrupt or damage networks. According to the cyberespionage analysers at
FireEye, in the recent 5 years, the number of Asia countries with such capability has risen
from 4 (China, North Korea, India, Pakistan) to 14.6 Offensive cyber operations have
significantly undermined the stability of cyberspace of the Asia Pacific. Vietnam and the
Philippines are both reported to be subject to cyber espionage; government-linked groups
in Cambodia, Taiwan, India, and Thailand are also targeted by cyberwarfare.7 The
anonymous nature of the internet makes it extremely difficult to trace the source of attack:
even when the IP addresses are successfully traced, it is hard to definitively name the
aggressor. As such, cyber offenses remain a grey area in the international law system.
Clearly, there is a need for a comprehensive code of conduct in the cyberspace of the Asia
Pacific.

5

“Cyber Risk in Asia Pacific.” Marsh & McLennan Companies Asia Pacific Risk Centre.

6

Edward White, Jamie Smyth, Stefania Palma and Yuan Yang. “Cyberwars Heat Up in Asia-Pacific to
Battle Chinese Aggression.” Ozy, October 16, 2018. https://www.ozy.com/fast-forward/cyberwars-heatup-in-asia-pacific-to-battle-chinese-aggression/89798
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II.

Background and History

ASEAN’s evolving cybersecurity priorities
Up until 2018, ASEAN’s cybersecurity priorities had largely been anchored on tackling
cybercrime and monitoring online content. This can be attributed to the emergence of
transnational terrorism, which has compelled the regional body to place much of its focus
on the suppression and monitoring of terrorist activities. Though necessary, experts
contend that this fixation on cybercrime has led to the exclusion of other key facets from
cybersecurity discussions.8
In October 2018, ASEAN’s trajectory took a change with the third ASEAN Ministerial
Conference on Cybersecurity (AMCC). At the conference, all 10 ASEAN ministers and
senior officials in attendance affirmed in principle the 11 voluntary, non-binding norms
pushed forth and adopted by the 2015 United Nations Group of Governmental Experts
on Developments in the Field of Information and Telecommunications in the Context of
International Security (UNGGE).9 These norms outlined, among other things, a need for
countries to cooperate in developing and applying measures to increase the stability of
Information and communications technology and disengage from activities that seek to
harm the information systems of the authorized emergency response teams of another
State. The affirmation of these norms can be construed a sign that ASEAN is seeking to
branch out from the parochialism of its current cybersecurity frameworks and position
itself as a supporter of international cybersecurity goals.
One key reason for this change in priorities is the ardent stewardship of Singapore.
Tapping on her position as ASEAN chair in 2018, Singapore has worked extensively to
recalibrate ASEAN’s cybersecurity priorities by setting the body’s cybersecurity agenda

8

Elina Noor. “ASEAN Takes a Bold Cybersecurity Step.” The Diplomat, October 4, 2018.
https://thediplomat.com/2018/10/asean-takes-a-bold-cybersecurity-step/
9

“Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security.” Secretary-General of the United Nations, July 22, 2015.
http://undocs.org/A/70/174
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for the year.10 For instance, Singapore has helped to direct financial resources to efforts
aimed at strengthening “the region’s operational, policy and legal capacities in
cybersecurity” and bolster cooperation between the UN and ASEAN. This recalibration
of cybersecurity priorities, anchored on the concept of a “rules-based cyberspace”, will
ostensibly grant the region confidence to better address cyberthreats by ensuring
perpetrators of cybercrime are brought to justice. This agenda change has been greeted
with acclaim by critics who assert that Singapore’s leadership has successfully
“socializ[ed] its neighbors to the larger debate on norms, the applicability of international
law, and responsible state behavior in cyberspace”, and laid the groundwork for future
regional cybersecurity initiatives.11
Cybersecurity Challenges in ASEAN
Moving forward, ASEAN still faces a whole host of cybersecurity challenges. Chief
among these challenges is the asymmetry in cybersecurity priorities amongst ASEAN
member states.
Firstly, the passage of ASEAN chairmanship to Thailand, experts worry, may not
guarantee the same strategic and international security focus on the cyber agenda that
Singapore has spearheaded as ASEAN chair.12 In the 2017 Global Cybersecurity Index,
Singapore was ranked as having the highest commitment to ensuring cybersecurity. This
sets it apart from Thailand, which has been labelled a “maturing” country in the domain
of cybersecurity, indicating a need for the country to strengthen its cybersecurity
commitments. In order to permanently institutionalize its efforts to recalibrate ASEAN’s
cybersecurity agenda, Singapore has expanded the Singapore-initiated ASEAN Cyber
Capacity Program to encompass the ASEAN-Singapore Cybersecurity Centre of
Excellence. The newly formed centre will comprise a “Cyber Think Tank and Training

10

Elina Noor. “ASEAN Takes a Bold Cybersecurity Step.” The Diplomat, October 4, 2018.
https://thediplomat.com/2018/10/asean-takes-a-bold-cybersecurity-step/
11
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Center, a Computer Emergency Response Team (CERT) center, as well as a Cyber Range
Training Centre.
Further, ASEAN will have to progress from merely affirming the 11 voluntary, nonbinding norms and enact proposals that will tangibly effect change in the cybersecurity
sphere. One key facet of the norms outlined by the UNGGE is for countries to take
appropriate measures to protect their critical infrastructure from ICT threats”13 This,
however, presents a challenge to ASEAN which is composed of countries with vastly
disparate technological capabilities. Countries that lack technological capabilities, such
as Laos, Vietnam and Myanmar, will be less well-equipped to insulate themselves from
cyber-attacks and are as a result, rendered more susceptible to attempts at cyberspace
infiltration.
Beyond this, ASEAN member states will have to grapple with advanced persistent threats
(APT).

14

Such threats spring from two main sources: business competitors and

belligerent nations. According to a special report by FireEye, a cybersecurity company,
private companies face threats from APT groups “routinely target[ing] companies in
Southeast Asia to steal intellectual property”, which is subsequently funneled to China.15
Apart from engaging in intellectual property theft, these groups have been found to “seek
sensitive financial information for business advantage”.
In the public sector, ASEAN member states have also been targeted by governmental and
military entities for the purpose of intelligence gathering related to territorial disputes.
According to the aforementioned report, an unnamed country had confidential data stolen

13

“Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security.” Secretary-General of the United Nations, July 22, 2015.
http://undocs.org/A/70/174
14
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by a belligerent nation. These data include general military documents, internal
communications as well as equipment maintenance reports.16
Collective Action by the EAS Community
At the 13th East Asia Summit held in Singapore on 15 November 2018, member states
recognized the importance of cybersecurity, agreeing to “do more to...beef up
cybersecurity”. Strengthening regional cybersecurity, member states said, would help
contribute to regional security and stability, enabling greater connectivity and allowing
economic development to take place.
At the summit, member states pointed to a few areas where there remains room for greater
regional cooperation. These include championing “secure and resilient [ICT]
infrastructure” and protecting personal data. As delineated in previous sections, one major
roadblock that stands in the way, however, is the fact that some EAS member states lack
the capacity to protect their networks. To bridge this digital gap between more
technologically-advanced countries and less technologically-advanced countries,
member states expressed in the EAS Leaders’ Statement on Deepening Cooperation in
the Security of Information and Communications Technologies and of the Digital
Economy their support for the enactment of digital economy initiatives. These initiative
include measures to encourage digital entrepreneurship, assist small-medium enterprises
in leveraging ICT for participation in the global economy as well as build synergies to
complement the ASEAN Smart Cities Network initiative.

16

ibid
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III.

Definition of Terms

Cybersecurity refers to the protection of electronic data, systems and networks from
attacks by unauthorized and/or criminal parties.
Cyber security threats will be defined a shaving an implicit transnational nature – where
the initiator/s and victim/s are in separate nation-states – which rely on web-based
technologies to undertake the harmful act.
The digital divide refers to the gap between demographics and regions that enjoy access
to information and communication technologies (namely broadband access) and those
that lack access/have limited access.
Principles-based regulatory approaches refer to to the delineation of “broad but wellarticulated principles” that individuals and/or entities are expected to adhere to. Though
regulatory objectives are made clear with a principles-based regulatory approach, there is
no mechanism to ensure compliance.
On the contrary, in a regulatory system anchored on rules-based regulatory approaches,
clear rules are outlined as to what individuals and/or entities are (un)able to do. Though
there is a clear mechanism to ensure compliance with regulations, regulatory objectives
might be obscured.
Confidence Building Measures (CBMs) are vectors for instilling good cybersecurity
practices, usually conducted between nations, especially during a country’s early entry
into cyberspace.
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IV.

Scope of Debate

Alignment of Cyber Security Priorities within EAS
Within ASEAN, there are differences in terms of cyber security priorities. While
developed countries like Singapore are wholly focused on improving cyber security, other
less developed countries who are less technologically reliant may find the focus
misguided in the face of more important issues, like poverty.
Singapore continues to lead ASEAN towards a rules based international framework in
cyber security to create confidence in dealing with cyber threats.17 This has been justified
by the fact that ASEAN is the world’s fastest growing internet region, with a user base
projected to reach 460 million in 2020.18 ASEAN states collectively, only spend 0.06%
of their GDP on cyber security, compared to a global average of 0.13% of GDP. By
ensuring the cyber security of ASEAN as a whole, Singapore reduces the risk of hostile
cyber attacks, most of which are said to exploit poor cyber security from neighbouring
countries like Malaysia, Indonesia and Vietnam, making them global hotspots for blocked
internet suspicious activity.19
However, despite Singapore’s continued emphasis on cyber security, only Singapore,
Thailand, Malaysia and Vietnam have drafted cyber security bills. Based on the
‘Cybersecurity in ASEAN: An Urgent Call to Action’ report, not all countries in ASEAN
have made progress in data protection of privacy laws for cyber security. Many of the
countries in the region still have a skills shortage for security professionals and lack
global-local partnerships within the cybersecurity industry, with cyber security spending

17

Hariz Baharudin “ASEAN Framework on Cybersecurity in the Works.” The Straits Times, September
20, 2018.
https://www.straitstimes.com/singapore/asean-framework-on-cyber-security-in-the-works
18

John J. Brandon “Why ASEAN Needs to Invest More in Cybersecurity.” The Asia Foundation, May 9,
2018. https://asiafoundation.org/2018/05/09/why-asean-needs-to-invest-more-in-cybersecurity/
19

Pamela Victor “ASEAN in dire need of sturdier cybersecurity.” The ASEAN Post, February 2, 2018.
https://theaseanpost.com/article/asean-dire-need-sturdier-cybersecurity
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way below the global average. This might be due to the immense digital divide between
countries in ASEAN, with countries like Singapore having the highest internet
penetration rates while countries like Myanmar and Laos trail behind. These countries
may divert the money to solving poverty related issues like hygiene and housing instead
of cyber security.20 Others believe they do not have the capacity to commit to norms and
CBMs or are uncertain about their ability to follow through.21This, however, also places
these countries in immense risk, as cyber security threats have to potential to create $750
billion dollars worth of losses for ASEAN.22
It is vital to note that one country’s cyber security will not only affect them but also
neighbouring countries as their weak cyber security could create a weak point for attack
on neighbouring countries. Only with such discussion, can countries align their cyber
security priorities and goals, learn from one another and move forward with a cohesive
plan

to

improve

cyber

security

within

the

region.

Despite Singapore’s desperate calls for improved cyber security, other countries within
ASEAN seem to be dragging their feet on the issue. Delegates representing countries in
the region need to reconcile their differences and create a cohesive stance for ASEAN on
the issue, in order to collectively seek help in improving cyber security or choose to
prioritize other issues and ignore the threat of cyber attacks. This extends to other
countries in the EAS, who may be affected by ASEAN’s ability to protect themselves in
the cyberspace.

20

Sara Barker “Urgent call to action for ASEAN nations - improve cybersecurity or face losing $750b.”
Security Brief Asia, January 31, 2018. https://securitybrief.asia/story/urgent-call-action-asean-nationsimprove-cybersecurity-or-face-losing-750b
21

Unknown “Can ASEAN continue to improve cybersecurity in the region and beyond”. Council on
Foreign Relations, March 22, 2018. https://www.cfr.org/blog/can-asean-continue-improve-cybersecurityregion-and-beyond
22

Sasiwimon Boonruang. “Cyber-risk may shave off $750bn in Asia.” Bangkok Post, January 24, 2018.
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Lack of Expertise
Even if the government is taking initiative in ensuring good cyber security, cyber security
policies, especially that of Australia and India, are impeded due to a lack of qualified
cyber security expertise. This talent gap persists despite governmental action to improve
cyber security in the country, preventing proper cyber security policies from being
effective.According to recent estimates, there will be as many as 3.5 million unfilled
positions in the industry by 2021.23
The lack of expertise also exists on a governmental level, in which knowledge about cyber
issues is unevenly spread between developing and developed countries. This necessitates
consistent awareness building in order to ensure that countries are on the same page.
Otherwise. Cyber security policies will face a difficulty gaining consensus, traction or
support in the region, especially with ASEAN.21
Delegates must discuss options to reduce the talent/expertise gap that puts cyber security
policies in peril.
The Chinese and Russian Cyber Security threat
Even within the EAS, there are countries that prove themselves to be cyber security
threats to other countries within the region. This is an issue that has to be handled
delicately and with discretion, as sources of cyber security attacks are often not revealed
publically or are difficult for authorities to identify.
One such country would be China, who is the suspected source of recent attacks on
SingHealth, Singapore’s largest healthcare provider, compromising information of 1.5
million patients. While China’s culpability is not confirmed, Fergus Hanson, head of the
Cyber Policy Centre at the Australian Strategic Policy Institute has said that, "It certainly

23

Brian NeSmith. “The Cybersecurity Talent Gap Is an Industry Crisis.” Forbes, August 9, 2018.
https://www.forbes.com/sites/forbestechcouncil/2018/08/09/the-cybersecurity-talent-gap-is-an-industrycrisis/#fedbb19a6b36
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fits with a pattern of Chinese Communist Party cyber activity."24 Moreover, China has
also been suspected of hostile cyber attacks on other countries, such as cyber espionage
against United State’s firms25 and in 2015, Chinese hacking was blamed for the massive
data breach at the US Office of Personnel Management which compromised the data of
over 21 million people.26 A suspected 27.24% of cyber attacks are initiated by China and
according to various estimates, 41% of the world’s cyber attacks trace their genesis back
to China.27
While there has been a 2015 bilateral agreement to reduce cyber espionage between the
two countries28, China has been accused of violating the agreement by simply using more
streamlined cyber attacks targeted at information gathering. A cyber security expert also
confirmed that since the agreement, Chinese focus on cyber security attacks have shifted
to Asia with more targeted attacks now focused on information gathering and intelligence
collection from countries on the periphery of China. This is especially for countries with
a land boundary or involved in a maritime dispute.29
Although the US has threatened sanctions on Chinese businesses like HuaWei if Chinese
cyber information gathering continues, President Xi JinPing has laid out his vision in
making the Chinese a “cyber superpower”, outlining ambition for Chinese independence
from foreign technology and to rewrite the rules of global cyber governance, namely to

24
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seize control of the cyberspace.30 Consequently, BeiJing seems adamant in expanding
their power to surveil and control the dissemination of economic, social and political
information online.
Another country well known for its cyber prowess is Russia. Russia has been blamed for
numerous reckless cyber attacks against the United Kingdom, Australia and New
Zealand.31The nature of Russia’s attacks tend to be outwardly hostile unlike Chinese
information gathering, coming in the form of Denial of Service (DDoS) hacks,
dissemination of false information or propaganda and surveillance.32 In fact, Russia
accounted for 88% of the cyber attack spike against Singapore during the Singapore
Trump-Kim summit.33
The securitization of cyberspace is a difficult issue because it it not coterminous with
national borders. It is a realm in which different components of the threat and response
can be spread across different boundaries and where regulation can only be exception
rather than rule. There is a lack of culpability in cyber attacks, making it even harder to
regulate the cyberspace. With these difficulties, the key question would be: Is there a way
to mitigate cyber security threats through current cybersecurity frameworks?
ASEAN’s reacts to these threats in two ways: a general attempt to improve regional
capacity and resources through the e-ASEAN framework34 and explicit regional action to
30
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secure cyberspace from transnational subversion of national security. This means
attempting to incorporate regional players into the e-ASEAN framework or a cyber
security pact, encouraging them to obey cyber security regulations. This could mean
negotiating a code of conduct with the two countries and agreed CBMs to increase trust
and partnership in the cyberspace.
As such, delegates must consider seriously the threat of China and Russia when it comes
to cyber security. Is there a way to circumvent and protect countries against the vicious
and immensely capable Chinese or Russian cyber attacks? How can we incorporate the
threat into existing ASEAN frameworks? Given the difficulties in regulating cyberspace,
is it even possible to have a truly secure cyberspace? These are important questions to
consider when discussing cyber security, cognizant that the threat to cyber security within
the region, may come from the region itself.
Cyber Security Aid
As one of the most active countries in providing cyber security aid to countries within
ASEAN, the United States plays an important role in educating and promoting stronger
cyber security within the region. The United States has created cyber security pacts with
countries like Indonesia and Singapore, providing education and training programmes to
help improve the knowledge and skills of government personnel.35
This is part of the United State’s strategy to improve presence in the region, against the
threat of rising influences like China. Improving cyber security within the region is also
in an effort to curtail the hostile efforts of China and Russia and reduce their cyber
influence. Moreover, this also helps to protect US firms in the region, as Singapore is US
second largest Asian investor. As such, the US has vowed to continue close cooperation
in the region and believes that further collaborations can be made with regards to cyber

35
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security.36 With extensive cyber security knowledge and experienced personnel under the
belt, the US is more than well equipped to aid countries in the region financially and
logistically.
Moreover, Europe has also shown interest in cyber security in the region, working with
Thailand and Korea on the interregional Organization for Security and Cooperation in
Europe (OSCE). This cooperation already has had a series of agreed upon CBMs, with
Thailand pushing for the strengthening of cyber relations between Europe and ASEAN.37
However, views towards cyberspace governance between western democracies largely
differ. With East Asia being dominated by illiberal regimes, they place the state as a key
actor in enforcing cyber security. Hence, they hold stricter views towards maintaining
internal stability, content control and sovereignty. This is a far cry from the more liberal
democratic views held by Europe and United States in terms of governance, who believe
that the government, private sector and civil society have equal obligations in governing
the internet.38 This could possibly impede capacity building efforts between the two
parties, due to the difference in interests and views. Regional endeavours of cooperation
also face the risk of fragmenting global efforts by demarcating cyber security blocs,
affecting the regulation and capacity building of global cybersecurity as a whole.
Delegates should discuss the value of various countries as potential cybersecurity ally in
the region the implications of accepting such aid and how best to utilise the aid offered.

36

Bhagyashree Garekar. “Singapore, US pledge to enhance ties in energy, cyber security.” The Straits
Times, November 17, 2018. https://www.straitstimes.com/singapore/singapore-us-pledge-to-enhance-tiesin-energy-cyber-security
37

European Union. “Asia security cooperation: EU increases engagement on security in and with Asia”.
European Union, May 28, 2018. https://eeas.europa.eu/headquarters/headquarters-homepage/45299/asiasecurity-cooperation-eu-increases-engagement-security-and-asia_en
38

Jing de Jong-Chen. “China’s evolving Cybersecurity and Cyber Development Strategy”. The National
Bureau of Asian Research, March 29, 2017.
https://www.nbr.org/publication/chinas-evolvingcybersecurity-and-cyber-development-strategy/

Page 44 of 53

Hwa Chong Conflict Resolution and Inquiry 2019
East Asian Summit
V.

Potential Solutions

Digital Convention
Microsoft has suggested in its 2017 policy paper that governments, the technology sector
and civil society groups should work together to create a Geneva Digital Convention that
regulate state behaviour in cyberspace, putting restraint on the development and
deployment of cyber weapons. The convention can be built upon existing proposals such
as a set of rules and principles drafted by the UN-Government Group of Experts in 2015
and the Global Commission for the Stability of Cyberspace launched by the Dutch
government in 2017. Analysts suggest that adherence to these rules and principles can be
voluntary as of now, but over time they will evolve into customary regulations accepted
internationally.
Of course, it is extremely hard to reach a world-wide agreement. Perhaps the Asia Pacific
could start by building its own cyber convention. Regional efforts have proven to work
in the Asia Pacific in other areas. For example, China and ASEAN countries jointly
drafted a framework for the code of conduct on the issue of South China Sea in 2017,
proving that regional efforts can deliver results. Countries in EAS should fully utilise
current results such as the joint statement issued by ASEAN countries during the 32nd
ASEAN Summit, the establishment of ASEAN-Japan Cybersecurity Capacity Building
Center and the UNGGE reports.
Capacity Building
Capacity building, which means obtaining, improving and retaining resources such as
skills, knowledge and equipment needed to improve or upscale certain areas of work.
Cybersecurity capacity building is one way to speed up the upgrading process of countries
less developed in terms of cybersecurity. Countries can continue building on some of the
current initiative. The following are some of the initiatives in the region.
ASEAN Cyber Capacity Programme (ACCP)
The ACCP was introduced during the 2016 inaugural ASEAN Ministerial Conference on
Cybersecurity. Aimed at building cybersecurity capacity in ASEAN member states
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(resources, expertise and training), the ACCP works to create a secure and stable ASEAN
cyberspace. Singapore has pledged 2 million SG dollars in the initiative over 5 years,
bringing the total to SGD 10 million. The ACCP adopts a wide range of mechanisms
including conferences, workshops, seminars and consulting sessions.
ASEAN-Japan Cybersecurity Capacity Building Centre
In 2017, ASEAN and Japan started this joint capacity building initiative, aiming to build
a digital environment that is “safe, secure, and trustworthy”. Supported by the JapanASEAN Integration Fund (JAIF), the initiative has 2 steps. Step 1 involves the training
of individuals under the Cyber Defense Exercise with Recurrence (CYDER) activity and
the study of the feasibility of center-building. Step 2 involves the establishment of a
cybersecurity training centre in Bangkok, Thailand and the training of at least 280
cybersecurity professionals.
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VI.

QARMA

● What are the possible outcomes if we ignore the need for good cyber security?
How do we justify spending more money on cyber security?
● What are the key challenges facing implementation of cyber security policies?
How can they be solved?
● How can Indo-Pacific or Asia-Pacific countries work together to tackle the lack
of cyber security in the region?
● Can the cyberspace ever be regulated, especially against hostile cyber security
threats? If so, how can that be done?
● How do we deal with countries that are under high suspicion of continued hostile
cyber activity? Is it possible to collaborate with these countries to improve cyber
security?
VII.

Conclusion

As countries and economies become increasingly digitized, cyber security has become an
integral part of a country’s defense strategy. As of now, cyber security initiatives are
impeded by misaligned goals, hostile parties, lack of partnership and qualified personnel.
Only with collaboration, focus and initiative can EAS truly advance towards being a
region with good cyber security.
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